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Red-Side
Andy Davies

Old skool pentester from circa
2000

Developer of some popular
scripts & hardware

Professional experience in
infosec consulting +15 yrs

Track day addict
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Introduction:
Typical 4-Step Response Process

Containment,
Eradication &
Recovery

Post-Incident
Activity

https://www.moi.gov.sa/wps/portal/ncsc/home/services/incidentresponse/!ut/p/z0/04_Sj9CPykssyOXPLMnMzOvMAfljo8ziDQ1dLDyM3A183MMszQwcjYPMXcOCXI293Yz1g1Pz9AuyHRUBS2nzmQ!!/
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Preparation

* Host based IDS

* Log collection

* Network based IDS
* Firewalls

* Network Management & Segregation
* Anti Virus
* Data Loss Prevention
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Detection

e Arcsight

e Qradar

* Splunk

e *ELK

* BRO

* Securicata
 SNORT

* OSSEC & Wazhu
e Sensu & Uichga
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Our Blue-Teams First Simple
Mistake...

Scenario 1




Detecting Suspicious IPs / Traffic

Visualize / Traffic by Port Save Share Refresh <€ O May 25th 2017, 18:29:08.817 to May 25th 2017, 18:49:00.000 >

Time Series Metric TopN Gauge Markdown
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Data Panel Options Annotations

~ @ sumofBytes [@][+)
Metrics  Options
@ Aggregation Field +

Sum - dest.stats.net_bytes_total x -

GroupBY  Terms

~ | By destport x = Top 10 Order By | Doc Count (default)
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Blocking the Offending IP on the Firewall?




Containment / Recovery Success?




Business Internet Fail
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Yep — They blocked their corporate Gateway




Feeling Dumb...
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Blocking |IPs — Lessons Learnt

* Check that the IP is not the corporate load-balancer or internal proxy

* Check that the IP is not part of the corporate range
* Might be easier if you can record and track the businesses IP space

* Check that the IP is not a subsidiary or another business unit, with its
own Internet connection.

* Again change-control and connection tracking required.
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Another Common Blue-Team
Mistake...

Scenario 2




Payloads & Suspicious Docs




Payloads & Suspicious Docs

What is the first think new blue-teamers do
with a sample?




Payloads & Suspicious Docs

Virus lotal




Payloads — Tracking

VirusTotal will share your payloads!
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Payloads — Tracking

Other Privateers/Researchers:
*176.24.96.80
©213.254.241.7
*05.211.95.129 (Tor Exit Node — Intro Later...)
*193.226.177.0/24




Payloads — Reversing

What if the document you uploaded
contains corporate Intellectual Property?




The Blue-Team Breach!
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Payloads — Reversing

What if the payload comes back clean?




Payloads — Reversing

How did you collect the sample?




Red vs Blue

The Red-Team could be messing with you...




Reverse Proxies

What is a reverse proxy?

Unlike the traditional proxy that may be the gateway to the internet, it is an
application that works (you guessed it) in reverse, it provides a gateway for the
internet to access your application (or internal application).

www.example.com int01.example.com

Reverse
Proxy

Internal App

Q{) ©2018 Netscylla



Nginx Reverse Proxy (Not Complete)

server {

location / {

proxy set header Accept-Encoding ",

proxy set header Host shttp host;

proxy set header X-Forwarded-By $server addr:$server port;
proxy set header X-Forwarded-For $remote addr;

proxy set header X-Forwarded-Proto $scheme;

proxy set header X-Real-IP $remote addr;

## default backend

proxy pass http://cleanserver;

## send traffic to malicious backend if ip is 1.2.3.4 ##
if ( Sremote addr ~* 1.2.3.4 ) {
proxy pass http://dirtyserver;

}

proxy next upstream error timeout invalid header http 500 http 502 http 503 http 504;
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http://cleanserver/
http://dirtyserver/

Blue Screen of Jeft

If you are more comfortable with Apache; a short shout out
to Bluescreenofjeff (www.blackhillsinfosec.com) who
already covered this:

https://bluescreenofjeff.com/2016-03-22-strengthen-your-
phishing-with-apache-mod rewrite-and-mobile-user-
redirection/
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http://www.blackhillsinfosec.com/
https://bluescreenofjeff.com/2016-03-22-strengthen-your-phishing-with-apache-mod_rewrite-and-mobile-user-redirection/

Why Attackers Love Reverse Proxies




Employee: www.example.com

cher: www.example.com
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If source = domain.com
If source =1.2.3.4

If source = google bot
If source = <research list>

Research list:

AV Vendor List
Virus Total IP Space
Etc ...




Emplovyee: receives malware

Researcher: receives decoy
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You could have analysed the wrong sample?

Clean Sample Dirty (Potential Malware)

Detection ratioc 54/ 57

Detection ratio: 0/56

Analysis date 2015-02-03 06:21:41 UTC ( 5 hours, 21 minutes ago )
Analysis date: 2015-11-21 10:40:14 UTC ( 2 months, 1 week ago )

BB Analyzs X Relatronships Additional mformation Commenls Q) Votes
M@ Analysis @ File detail © Additional information ® Comments ° ) Votes y P @ Add b ’ o v

Antivirus Result Update Antivirus Result

AlYac V) 20151121 AlLYac Mesc Excar-Test-File
AVG V] 20151121 AVG EICAR_Test
AVware V] 20151121 AVware EICAR (V)

Ad-Aware e 20151121

Ad-Aware

EICAR-Test-Fila {net 3 virus)

Q{) ©2018 Netscylla



Moving on....

Enough about samples, what about logs

Scenario 3
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Log / Event Retention

 What is your logging retention policy? 1 week, 1 month, 1 year?
When the logs rotate at anytime?

* Where do you store your logs?
* Do you have a case management system?
* Do you log/store malware / potential malware?

Why is this important...

Q@ ©2018 Netscylla



Average Detection Time for Malware?

89 — 294 Days




One time during an engagement (Detection)

A client asked us to help verify an anomaly in their user behavioural detection
system.

We identified a malware beacon — but the customer responded with :

“That’s ok it’s a false positive, its always there, its expected traffic, we’re worried
about X"

Turns out X was their business messaging system, and what we identified really was
malware beaconing for 294 days!
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How the incident was contained

* Logs contained IP address and hostname of the infected machine

* Asset log means we could track laptop to single member of staff

 Member of staff had several laptops in their name (entire team) — but hey we can
figure it out from this small pool of 5-10 laptops

* Check all device serials against asset log to single out infected machine

* Using standard computer forensic practises, contain and image the
machine

* Review image to find malicious process in start-process

* Review malware to discover that its custom malware written by a
previous red-team 294 days previously!

Why was the malware not removed, or laptop rebuilt?
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Payloads — Lessons Learnt

* How many hours have been spent analyzing the
wrong / completely clean malware?

* Incidents are often detected between 89 — 294
days after initial infection, could this detection time
have been reduced?

 \Was the malware from a red-team or real-world
threat actor?

* Have you got enough logs to trace back to the
original infection?




Payloads — Lessons Learnt

Always attempt to collect the sample from
the original source/infected host.



Reporting....

Dealing with the Boss / Stakeholders.
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Dealing with the Boss/Stakeholders can be
tricky

Some of the questions asked and the mistakes we’ve heard:

Stakeholder (SH) : Is the situation contained are we safe?

Analyst: YES
or
You're safe
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Dealing with the Boss/Stakeholders can be
tricky

istakes we’ve heard:

Some of the questio

SH : Is the situation c

Analyst: YES
or
You’'re safe
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Dealing with the Boss/Stakeholders can be
tricky

SH : Is the anything you have learnt from the incident or is there
anything you would do differently in there near future.

Analyst: NO
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Dealing with the Boss/Stakeholders can be
tricky

e incident or is there
near future.

SH : Is the anythin
anything you would

Analyst: NO




Dealing with the Boss/Stakeholders can be
tricky

* Next question




Now for something more
technical....

Shellcode and ToR




Shellcode
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Shellcode

In hacking, a shellcode is a small piece of code used as the payload in
the exploitation of a software vulnerability. It is called "shellcode"”
because it typically starts a command shell from which the attacker
can control the compromised machine, but any piece of code that
performs a similar task can be called shellcode.

-- Wikipedia
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https://en.wikipedia.org/wiki/Hacker_(computer_security)
https://en.wikipedia.org/wiki/Payload_(computing)
https://en.wikipedia.org/wiki/Exploit_(computer_security)
https://en.wikipedia.org/wiki/Vulnerability_(computing)
https://en.wikipedia.org/wiki/Shell_(computing)

Shellcode — Simple Example

Shellcode Execution

char code(] =

"\xe9\x1e\x00\x00\x00" // jmp 8048083 <MESSAGE>

"\xb8\x04\x00\x00\x00" // mov SOx4,%eax

"\xbb\x01\x00\x00\x00" // mov SO0x1,%ebx .

"\x59" // pop %ecx S ./Slmple_helloworld

"\xba\x0f\x00\x00\x00" // mov SOxf,%edx y
"\xcd\x80" // int SOx80 H el IO WO rl d
"\xb8\x01\x00\x00\x00" // mov SOx1,%eax

"\xbb\x00\x00\x00\x00" // mov S0x0,%ebx $
"\xcd\x80" // int SOx80

"\xe8\xdd\xfA\xff\xff" // call 8048065 <GOBACK>
“\x22\x48\x65\x6c\x6c\x6f\x20\x77“
"\x6f\x72\x6c\x64\x21\x22\x0a" // "Hello world!\n";

II)
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Shellcode

Blue-team analysts don’t necessarily understand:

* Shellcode
e File formats

* Encryption

* Encodings

Especially those level-1 analysts just starting out — they have a whole
lot of learning and development ahead of them.
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Cyber Chef — Cool new (and not so new)
features

* Code tidy

* Encryption/Encoding

* Other -> Disassemble x86

e Other -> Scan for embedded files
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Cyber Chef — Decoding & Disassembly

CyberChef should now have a number of operations, that enable you to
build recipes to quickly decode and analyse (potential) malware.

Auto disassemble X86 : { next slide }

Useful in decompiling suspect MSF payloads!
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Recipe

RC4 @
Passphrase @ UTF8+~  secret

Input format  Hex v

Output format  Hex v

Disassemble x86

Bit mode 64 v

Compatibility =~ Full x86 architecture v
Code Segment (CS) 16

Offset (IP) © Show instruction hex ¥

Show instruction position ¥

[ Save recipe

| Load recipe

!! Step ¥ Clear breakpoints b Clear recipe

©
]

length: 238
lines: 1

Input Clear /O | | Reset layout

21ddd2540160ee65fe@777103f2a39fbeSbcbbaa@aabd414f90c6cat5312754af774b76b3bbecd193cb3ddfdbes
a26533a686b59b8fed4d380d4744201aec2040507138e2fe2b3950446db31d2bc629bedd3f2ebo043c293d7a5d
2962ceefebda30872d8c5a6b4fe7d859a0408eeat2997336302f5a0ecls

time: 18ms

Output Length: 2247 [¥] save to file Copy output g Move output to input Undo ™ Max
00000 ELEPeB3F 4C8BESAADEO9GO MOV R8,QWORD PTR [©000000008089D8FO ]
000000eBPRBRB4Ee 33Ce XOR EAX,EAX
0000004 E 4889442442 MOV QWORD PTR [RSP+42],RAX
80ooBoeBeLeEeB4D 33F6 XOR ESI,ESI
000000004 F (C74424582A0062C60 MOV DWORD PTR [RSP+58],002C002A
00057 488DESB23F05e0 LEA RAX,[©080000000054010]
0000000 REB5E 4889442460 MOV QWORD PTR [RSP+6@],RAX
000e0eReeeReeeRE3 488D45F0 LEA RAX, [RBP-19]

00000067 4889442448 MOV QWORD PTR [RSP+48],RAX
000006 C 488BF9 MOV RDI,RCX
00000LEBELRLEBEF (C744244000000862 MOV DWORD PTR [RSP+4©],02080000
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Additional Skills Needed

* Multiple High-Level Program Languages
* Low-Level Programming knowledge

* Understanding of Cryptography
* Experience working with Cryptography

* Indepth knowledge of OS Internals
* Defensive mechanisms

» Stacks & Memory Layout

* Processor architecture
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Malicious URLs

We may receive malicious URLs delivered via:
* phishing emails

* social media
e other media (USB, CDROM)

We may capture suspicious/malicious URLs via
* IDS/IPS events
* SOAR events

* Packet capture
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Cyber Chef — Easy RC4 Decryption

CyberChef has some encryption transforms, and contains a very useful
‘register’ function, combine this with the regex function — for a useful
recipe...

Auto-decrypt malware URLs: { next slide }
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length: 79

Recipe Input Liree. 1 Clear /O = | | Reset layout
. ] ? = =
Register @ [ http://malwarez.biz/beacon.php?key=0e932a5c&data=8db7d5ebe38663a54ecbb334e3dbll
Extractor  key=([\da-f]*)
Case insensitive ¥/ Multiline matching [
$RO® = ©e932a5c
Find / Replace @ [
Find Regex~v .*data=(.*)
Replace $1
Global match ¥/ Case insensitive [
time: 8ms
Output length: 15 [¥] savetofile | Copyoutput % Move output to input Undo = ® Max
ines: 1
Multiline matching @
AlI"the secrets
RC4 @ [l

Passphrase @ Hex~ $R@
Input format  Hex v

Output format  Latin1 v
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Lessons Learnt

* Have a ticketing system to store malware, for further analysis later?

* Log and store Indicators of Compromise (I0Cs), pass these onto the
threat hunting team.

* Regularly update Anti-Virus, Anti-Malware controls on endpoint and
perimeter devices.

* Attempt to bring sandbox technologies in-house to prevent accidental
breaches.

* Train, train, and more training! You’re always learning in infosec!
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Other technigues that analysts may fall for?

* Base64 encoded payloads
* Polygots

e Steganography
* Alternative Datastreams
* Code samples, that import malicious packages
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Distraction Techniques / Broken Code

 Bad shellcode

* Some analysts are unable to determine the difference between good and bad
shellcode

 Distract the analysts by supplying non-functional shellcode — trust me they
could be distracted for hours — possibly days.

* Also possible that the attackers broke their code when using a new
obfuscation technique.
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ToR — The Onion Routing

https://www.torproject.org/

Tor is free software and an open network that helps you defend against
traffic analysis, a form of network surveillance that threatens personal
freedom and privacy, confidential business activities and relationships,
and state security.

-- ToR
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How ToR Works
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Advantages of an attacker/incident responder

on ToR

Attacker/IR Perspective Digital Defender Perspective

A factor of anonymity to mask * A factor of anonymity when
their origin/identity when researching malware endpoints
attacking an organisation. and C2.
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Disadvantages of an attacker/incident
responder on ToR

Attacker/IR Perspective Digital Defender Perspective
* A vulnerability or new technology can  Easy to track/identify
disclose origin IP outside of Tor. individual/organisation attacking through

exploiting vulns.

* Misconfigured hidden services disclose > T . .
other IP addresses * Vulnerabilities in services, disclose real
° Apache /Server_status Internet (EXternal) |P
* Tomcat /status * Account information tallies to real
* Nginx /status identity in the real world.
e ToR is an anonymiser — not security * SSL certs
provider. « Common username on forum

e ToR is Slllooowwww........ * Run a malicious Exit Node

* Record all the things... but become a sourc
of all thing
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Tips on Navigating ToR/DarkWeb

It’s a sad, sad world, and unfortunately people* in addition to criminals
use the ToR network (and other DarkWeb interfaces) to distribute
illegal material.

* Use a console based browser: Lynx/Elinks
* You don’t want certain graphics cached on your harddrive.
* You don’t want certain graphics triggering “filters’ in your work place.

* Do not use your real personal info anyway!
* Use proton email (or another provider) with a new custom PGP certificate!

If you need to upload pictures/avatars/???? (why)
Scrub the meta-data first.
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ToR and Anonymity

* ToR exit node IP addresses don’t necessarily mean your getting
attacked!

* You may need to enable advanced logging procedures, to differentiate
between attackers and legitimate legal ToR users.

* Some people value their privacy*, or a user might be unaware that
they left ToR-proxy enabled?

Not All ToR Users Are BAD!
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In Summary

* Blue Teaming doesn’t stop with the end of Red Teaming
* Blue Teaming is a never ending battle over 365 days a year

* Red Teaming — its easy to write (condemning?) report

* Blue Teaming — repeating exploit steps can be difficult? Also
remediation and mitigation can be a difficult and challenging task.

* Purple Teaming - Don’t rely solely on Technology — encourage and
grow the capabilities of your staff.

* False positives & false negatives sometimes happen!
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Extra Time — Messing around




Extra Time - Bonus Round

e Add to .bashrc or /etc/bashrc sty s erase
* ‘s’ key now becomes backspace, just watch the chaos...

e Add to .bashrc alias=<common command>=‘echo’
* alias ls=‘echo’
* alias cd='Directory not found’
* alias vi=‘Could not allocate inode’

* Download screengrab of ransomware lockscreen/wallpaper
. Red;TFam will stop in fear that you’re already infected, but be prepared for stakeholder
panic!
* Containers, containers, everywhere.

* When the red team thinks their progressing only to discover their stuck in a container?
(Provided their conf

igured correctly%

If successfully reverse or implement their C2 comms/callback; Spoof calls, DoS
eir C2 endpoint, generate noise!

@‘)' ©2018 Netscylla



https://health.mil/~/media/Images/MHS/Photos/acoustics.ashx?h=428&la=en&mw=720&w=720

Q@ ©2018 Netscylla



